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One-Tap Authentication (OTAuth) Scheme

(a) China Mobile (b) China Unicom (c) China Telecom
Typical OTAuth services of different Mobile Network

Operators (MNOs)

Only need one tap on the screen

Without remembering anything 
(e.g., username and password)

Without typing or pasting 
anything (e.g., SMS One-Time-
Password)
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Log in to user's app account with 
the local phone number
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Scope of Our Study
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Typical OTAuth services worldwide (ranked by MNO's total number of subscriptions)

∗ This table demonstrates the prevalence of mobile OTAuth services worldwide but does not imply all of them are
vulnerable.
In our research, we only confirmed the first three services in mainland China are vulnerable for the SIMulation
attack.
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Assumption on the attacker:
Under either of the following scenarios:

 Scenario 1: The attacker can install an innocent looking malicious 
app to the victim's device
Only needs the INTERNET permission

 Scenario 2: The attacker is within the same network as the victim's 
device
Typically happens when the attacker connects to the hotspot 

shared by the victim's device

Assumption on the victim:
 There is a SIM card on the victim's smartphone
 The Mobile Data switch has been turned on
※ The attack can succeed regardless of whether the WLAN switch 

has been turned on
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Scenario 1: Attack via a malicious app 
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Scenario 2: Attack by connecting to victim's hotspot 
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Dataset
 1,025 top Android apps from Huawei App Store and 894 top iOS apps 

from  Apple App Store
Each app holds more than 100 million downloads

 3 MNO SDKs and 19 third-party SDKs

Analysis pipeline
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Affected Apps

 We manually confirmed that 396 Android apps (38.6%) and 398
iOS apps (44.5%) in our dataset are affected by the attack

App measurement results 



Results and Findings

39
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million Monthly Active Users

Affected top apps 
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 17 affected apps have over 100 
million Monthly Active Users

 87 affected apps have over 10 
million Monthly Active Users

 Users of three major MNOs in 
mainland China has surpassed 1 
billion by June 2021

 The OTAuth service of China Mobile 
has been called more than 1.69 
trillion times by October 2021

Affected top apps 
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Affected SDKs

Results on third-party OTAuth SDKs 

1 Publicity indicates whether the third-party agent has published its OTAuth SDK or highlighted apps.
2 Two apps integrate GEETEST SDK and Getui SDK at the same time.
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 Security Risks

 Unauthorized login as the victim user

 Account registration without user's awareness
• If the used phone number has not yet been registered to the app 

service, it will be automatically registered without any user 
involvement.

• If the victim' phone number has not been used for registration, 
the attacker can register a new account with the victim's phone 
number.
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 User identity leakage
• Some app servers will send the phone number to the app client.
• Such an app server can be easily abused as an oracle to obtain 

the victim's phone number.
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 Security Risks

 Unauthorized login as the victim user

 Account registration without user's awareness

 User identity leakage

 OTAuth service piggybacking
• To use OTAuth service, developers are required to register their 

apps and pay the corresponding fees.
• A malicious app can use the appId and appKey of the victim app 

to obtain a token; then use this token to exchange phone 
number from the app server.
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Other Implementation Weaknesses

 Insecure token usage
• Token reuse
• Multiple effective tokens
• Too long validity period

 Authorization without user consent
• Some real-world apps have retrieved the token before popping 

up the interface

 Plain-text storage of sensitive information
• Many real-world apps have hard-coded their appId and appKey

into program files in plain-text form
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 Core idea

 Adding certain factors the malicious app cannot 
generate or cannot intercept

 Countermeasures

 Adding user-input data into the login request

 Adding OS-level support
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We uncovered several design and implementation flaws 
of OTAuth, which has a high popularity among real-world 
apps.

 Exploiting the flaws of OTAuth scheme, we designed an 
attack method to fully bypass the authentication and 
perform malicious actions to the target app.

We evaluated the impact of these threats. Our results 
showed that a large portion of highly popular apps are 
vulnerable to the attacks (38.6% for Android and 44.5% for 
iOS, respectively).
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Thank you for watching
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